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ECU and system architecture
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® Current middle and upper class vehicles carry 80 .. 100 networked
Electronic Control Units (ECUs)
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Electronics in the motor vehicle
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Number of control units in the Mercedes S-class
that are networked via CAN

60

50

20

10

W140 W220 W221

SvC0012-1Y

(1991) (1998) (2005) |
www.cargeek.ir ‘A—QL;JJ‘)FMJ%



http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

50
",Afmnmn
45 S-Klasse |{ CKiasse N~
40 g
3 - =h — Mercedes-Benz
o 30 £
w | [CKiasse — BMW
— 20 :
9 20 Audi
(@)
€ 15 - VW
10 -
5
0 -

S & & f L LK O 9

year

, !
e s R X A L
www.cargeek.ir a3 a0 eabli g Auel


http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

VW Phaeton:

+ 11.136 electrical parts
in total

communication:
« 61 ECUs in total

» external diagnosis for
31 ECUs via serial
communication

« optical bus for high
bandwidth Infotainment-
data

+ sub-networks based
on proprietary serial bus

+ 35 ECUs connected by
3 CAN-busses

sharing
« appr. 2500 signals
+ in 250 CAN messages
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Evolution of automotive electronics

1960 1970 1980 1990 2000 2010
Drivetrain - - - -
= Ignition . e Fuel Injection  » Enginecontrol Otto = FSI i
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Analog - Digital
Open loop - Close loop
Node
BUS
Protocol
Gateway
Master-slave
Multi-master
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‘ Precision and Significance in the Real World I
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Output
is zero
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| —|1[1] - 1
C— Output
is one

Goodheart-Willcox Publisher

Figure 23-2. Since electronic components can be either on or
off, the binary numbering system is ideal for digital logic and
computer circuits. The binary system has only two numbers,
zero and one, which represent off and on conditions.
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A/D & D/A Converter
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0 0000 =0+0+0+0=0
1 0001 =0+0+0+1=1
2 0010 =0+0+2+0=2
3 0:0"% 1 =0+0+2+1=3
4 0100 =0+4+0+0=4
5 0101 =0+4+0+1=5
6 0110 =0+4+2+0=6
7 01T %1 =0+4+2+1=7
8 1000 =8+0+0+0=8
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Regulator provides / P Microprocessor analyzes
reference voltage Supply voltage digital s_tgnal and
to sensor determines output

-——I to computer
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Computer Action

Sensor voltage Computer housing

weak and varies
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1 analog Solenoid
voltage uses
output computer
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Mechanical
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Communication, Diagnosis

2
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Open Loop Control (OLC) & Close Loop Control (CLC)

‘

——Input—» Controller _antrol —»  Process
Signal

Open Loop System

——Input—» Controller —%?ggl —»  Process Output——>»

Measuring
Element

Closed Loop System
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1 Adaptive Cruise Control
Node: 2 Electronic Brake System MK60E
3 Sensor Cluster

Al Sa B J ):\.\S s aal g 4 Gateway Data Transmitter
.z . 5 Force Feedback
RTPUNIVAR Pt Accelerator Pedal
6 Door Control Unit
7 Sunroof

Control Unit
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d gl (a0 5A 2 g

‘8 Reversible Seatbelt
Pretensioner

9 Seat Control Unit

10 Brakes

11 Closing Velocity Sensor

12 Side Satellites

13 Upfront Sensor

14 Airbag Control Unit
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n Gateway structures

a b |

w
LIN | Diagnostics Gateway 2 2
I (drivetrain) S
— FlexRay Central >
—CAN-C ——— gateway | ~\_ Gateway 1 Gateway 3 | a
—CAN-B — ECUn ‘ (telematics) (interior)
—ECU1| [ECU1 MOST Gateway 4
ECU1| | [ECU1H :
—[ECU1| [(HECU2| [HECU2| [Ecu1 | (chassis)
ECU2| | [ECU2H
—Eecuz| Hecus| Hecus __[Ecu2 |
ECU3| | [ECU3M
—ECUn| —/—ECUn| —ECUn I
ECU4| | |ECU4H |ECU1H |ECU1HECUn
Chassisl] Drive- | Interior Telematics !
train ECUn| | [ECUn— [ECUn— [ECU2—ECU3
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Star topology and Bus topology
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Wireless personal area network (WPAN)
Wireless metropolitan area networks (WMAN)

» GSM

(X (GPRS !
/ UMTS (36) /

’
’

Wireless local area networks (WLAN)
Wireless wide area networks (WWAN)
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Multiplexed

signal \
2 LT RN

Serial /

communication
wire

/Bulb glows

Motor off

A Serial (Multiplexed) Communication

Individual signals in parallel
Switches

\On /Bulb glows

| T
Off
Off

ml:

3
g

Solenoid on

B Parallel Communication
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pack 1

Splice CLASS C
(Hub2) °P
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CONTROL CONTROL CONTROL (TAC) MODUL.
MODULE MODULE (PCM)
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LH SEAT CLASS 2
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Data transfer during windshield wiper operation
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Vehicle electrical
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Class B

Class A
Transfer rates | Low data rates
(up to 10 kBit/s.)
Applications Actuator and sensor
networking
Representative |LIN
Class C

Transfer rates

Average data rates
(up to 125 kBit/s.)

Transfer rates

High data rates
(up to 1 MBit/s.)

Applications Complex mechanisms Applications Real-time requirements,
for error handling, control unit networking in
control unit networking the drive and running gear
in the comfort functions functions

Representative | Low speed CAN Hepresentative | High speed CAN
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IRt UART(ALDL) | SINEBUS E&C I’C SAE 11708 ACP BEAN LIN
5aiiS salitedl GM DELCO GM PHILIPS TMC - ATA FORD TOYOTA Motorola
GENERAL & AUDIO GENERAL CONTROL & AUDIO BODY CONTROL & SMART
SRS DIAGNOSTICS DIAGNSOSTIC CONTROL DIAGNOSTICS SENSORS
i s SINGLE WIRE SINGLE SINGLE WIRE TWISTED TWISTED TWISTED SINGLE WIRE SINGLE
il WIRE PAIR PAIR PAIR WIRE
68 aS (5 g NRZ SAM PWM AM NRZ NRZ NRZ NRZ
L) 5 6 MASTER/ MASTER/ CONTENTION MASTER/ MASTER/ CONTENTION MASTER/
=) E SLAVE SLAVE SLAVE SLAVE SLAVE
TR 8-bit CS NONE PARITY ACK bit 8-bit CS 8-bit CS 8-bit CRC 8-bit CS
sk 351 sk 16 BITS 2 BITS 11 - 12 BITS 16 BITS 12 - 24 BITS 25 BITS 2 BITS/BYTE
sl Jsh 0 -85BYTES | 10 - 18 bits 1 - 8 BITS 6 - 12 BYTES 1-11 BYTES 8 BYTES
i g AR Variable 75 % Variable 45 % Variable 25 % 28 % 2 BYTES
oy Bl e Ay s NO NO NO NO NO NO NO
est o 8192 b/s 66.6 KHz - 1000 b/s 1-100 9600 9600 b/s 10 Kb/s 20 Kb/s
R . 200 KHz Kb/s .
oy al Not Specified | 10 METERS 20 METERS Not Not Specified | 40 METERS Not 40 METERS
dsk Cp Specified Specified
W 455 aes Sk 10 10 20 20 16
p NEEDED? YES NO YES YES YES YES NO
JEV [P A PN NO NO NO NO NO NO
H/W AVAIL? YES NO YES YES YES YES (?) NO
Al R LOW LOW LOW MEDIUM LOW LOW LOW
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SINGLE-WIRE CAN 2.0 J1850 SAE J 1939 VAN
CAN (SWC) 1ISO 11898-1,2,3 1ISO 11519-4
i ) 1SO 11992 1SO 11519-3
JRigogpkic J2284
2l suldiu! SAE/ISO BOSCH/SAE/ISO GM FORD CHRYSLER TMC - ATA PSA peugeot citroen
ke 3 AS ) DIAGNOSTICS CONTROL & GENERAL & GENERAL & GENERAL & CONTROL & GENERAL &
X DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS
b M‘ Q"'JJ ? SINGLE WIRE TWISTED PAIR SINGLE WIRE TWISTED PAIR SINGLE WIRE TWISTED PAIR TWISTED PAIR
== NRZ-5 NRZ-5 VPW PWM VPW NRZ-5 VIEhCheEts
S22 LA MS first MSb first MS first MSb first MSb first MS first anchester
Bl o e CONTENTION CONTENTION CONTENTION CONTENTION CONTENTION CONTENTION CONTENTION |
T CRC CRC CRC CRC CRC CRC CRC
D abe d&b;_' 11 BITS 11 or 29 BITS 32 BITS 32 BITS 8 BITS 29 BITS 29 BITS
e it 0-8 BYTES 0-8 BYTES 0-8 BYTES 0-8 BYTES 0-10 BYTE 8 BYTES 0-10 BYTE
Y 99% 99 % -22% 3B3% 3B3% 83% 99 % -22%
el .;._51”_, A 51__, NO NO Optional Optional Optional NO NO
% R Normally NO Normally YES Normally YES
J@\ ,o_;;_ %?é%% ll’((lt))//s 10 Kb/s to 1 Mb/s 10.4 K b/s 41.6 Kb/s 10.4 Kb/s 250 Kb/s 125 K bls
: s
b B 30 METERS Not Specified 35 METERS 35 METERS 35 METERS 40 METERS
Jsb O Sl 40 (Typical) (5 Meters for scan | (5 Meters for scan | (5 Meters for scan
tool) tool) tool)
FREPEPOETI 16 Not Specified 32 32 32 30 FOR STP
32 (Typical) 10 FOR UTP
u NEEDED? YES YES YES YES YES YES Y§§
S i sa a0 YES NO YES NO NO NO YES
H/W AVAIL? NO YES YES YES YES YES _
Ada 32 LOW MEDIUM LOW LOW LOW MEDIUM MEDIUM
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BUS NAME
CAN 2.0 SAE J1939 Intellibus
ISO 11898
ISO 11519-2
. 1ISO 11992
Ljsﬂ 9 ]au J2284
_ J1939
2l 5 o | BOSCH/SAENSO TMC - ATA Boeing/SAE
T CONTROL & CONTROL & CONTROL &
i DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS
D TWISTED PAIR TWISTED PAIR TWISTED PAIR
(3 i NRZ-5 NRZ-5 Manchester
I8 Ay MS first MSb first Bi-phase
L) 5 s CONTENTION CONTENTION Master/Slave
T ; CRC CRC CRC, Parity
Qe 0 9o
abs 1 Joh 11 or 29 BITS 29 BITS 16 - 48 Bils
2y st 0-8 BYTES MOST ARE 8 BYTES 0- 32 Bytes
= 11 or 29-bit ID 29-bit ID
g b _ 9.9 % - 22 % 9.9 % -22 % 28% - 75%
fmly il p0 4y Jhd NO NO Optional
L e 70 Kb/s to 1 MbJs 250 Kbis 12.5 Mb/s
o Not Specified 40 METERS 30 METERS
st rie 40 (Typical)
N Not Specified 30 W/ SHIELDED TWISTED PAIR 64
Af g 32 (Typical) 10 W/ UNSHIELDED TP
p NEEDED? YES YES NO
] A e NO NO YES
HIW AVAIL? YES YES FPGA
e MEDIUM MEDIUM MEDIUM
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QL= S

Class C+

Transfer rates

Extremely high data rates
(up to 10 MBiIt/s.)

Applications Real-time requirements,
control unit networking in
the drive and running gear
functions

Representative | FlexRay

Class D

Transfer rates

Extremely high data rates
(> 10 MBit/s.)

Applications Control unit networking
in the telematics and multi-
media functions
Representative |MOST
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BUS NAME

. y 1SO 15765 ISO/DIS 9141 KEYWORD XX
FRlsz pk ISO/DIS 9141-2
J1850 ISO 115194
. saliS saldiol ISO GM FORD CHRYSLER WORLD Various
o ﬂ' a u_ o EMISSIONS GENERAL & GENERAL & GENERAL & DIAGNOSTICS DIAGNQOSTICS
ek DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS DIAGNOSTICS ONLY
T g TWISTED PAIR SINGLE WIRE TWISTED PAIR SINGLE WIRE SINGLE WIRE 1-WIRE
(3R ag NRZ VPW PWM VPW NRZ NRZ
EJ L= MSb first MSb first MSb first (strt, 7D, P, stop)
LSb first
B ’ CONTENTION CONTENTION CONTENTION CONTENTION TESTER/SLAVE MASTER/
) poss SLAVE
e CRC CRC CRC CRC PARITY (odd) x-bit CS
ol Cpal 5 g
ala S d}h 11 and 29-BITS 32 BITS 32BITS 8 BITS Mot Specified 16 BITS
Al b 8 BYTES 0-8 BYTES 0-8 BYTES 0-10 BYTE Not Specified 0-85BYTES
. About 50% 33.3% 333% 8.3 % Variable Variable
x -3 . NO Optional Optional Optional NO NO
s Sl i
e Normally NO Normally YES Normally YES
D o 250 or 500 Kb/s 104 K bis 216K bls 10.4 K bls <10.4 Kbls 5b/s - 10.4 Kbls
G 40 METERS 35 METERS 35 METERS 35 METERS Limited by total Not Specified
Jsb Op s (5 Meters for (5 Meters for scan tool) (5 Meters for impedance to
scan tool) scan tool) ground
. = 32 32 32 32 Limited by total 10
B a5 e Sk impedance to
ground
u NEEDED? YES YES YES YES YES YES
) 41_-1;..'_ *-'LP . YES YES NO NO NO NO
H/W AVAIL? YES YES YES YES YES YES
FERTS LOW LOW LOW LOW LOW LOW
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dﬁiﬂ# e IDB-C Intellibus MOST SmartWireX MML UsB IEEE 1394
5aiiS saldiol) SAE Boeing/SAE Oasis C&C DELCO Commercial IEEE
Aftermarket CONTROL & Stream Data & | STREAM DATA | STREAM DATA PC DEVICES | PC DEVICES
o s Entertainment | DIAGNOSTICS Control & CONTROL & CONTROL
ot 2-Wire TWISTED PAIR Optical TWISTED PAIR | OPTICAL FIBER SHIELDED SHIELDED
Juatl s TWISTED TWISTED
PAIR PAIR
N » NRZ Manchester BiPhase PWM NRZ NRZ NRZ
M8 S gy Bi-phase
i ) & g Token-slot Master/Slave Master/Slave Master/Slave Master/Slave Contention Contention
M S 5 15-bit CRC CRC, Parity CRC Parity CORRECTING CRC CRC
Ol 5 g (optional)
au 1 sk 11 BITS 16 - 48 Bits 1BYTE
sy J sk 8 BYTES 0 - 32 Bytes 1-200+ BYTES
el g ab ~ 32 BITS 28% - 75% 5-10 % 25 % 25-30 %
oy Sl e Ay S 1 ACK BIT Optional No No No
JED 8y 250 Kb/s 30 Mb/s 25 Mb/s tbd kb/s 110 Mb/s 12 Mb/s 98 - 393 Mb/s
) L.'uh U, :.' i TEBD 30 METERS TBD 150 METERS 10 METERS 72 METERS
B 3yl aag 3Ska 16 64 24 50 16 127 16
4 NEEDED? YES NO YES YES YES YES YES
s ol A Sl YES YES YES YES YES NO NO
HAW AVAIL? NO FPGA YES YES NO YES YES
Ak LOW LOW HIGH

HIGH

HIGH

MEDIUM

MEDIUM
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Communication system architecture

E 2
E 3

Safety critical
systems

» gateway
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_ subsystems

LIN 20kBEd
|

Drivetrain and
chassis control
class C

CAN 500kBd

N
<~
‘*-

Comfort and
basic service
systems
class B

CAN 100kBd
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Definition

Bus type

Domains

Applications

Most frequently
used topology
Data transfer rate

Max. number of nodes
Control mechanism

Bus lines

Deployment

Standard

SAE classification
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CAN-C CAN-B LIN TP
high-speed CAN low-speed CAN
Controller area Controller area Local interconnect Time-triggered protocol
network network network
Conventional bus Conventional bus Conventional bus Conventional and
optical bus
Drivetrain Comfort/ Comfort/ Safety-related
convenience convenience networking

Engine management,
transmission control

Body and comfort
and convenience

Low-cost expan-
sion of CAN bus for

Networking in safety-
related environments

and ABS/ESP net- electronics net- simple applications such as brakes, steering,
working working in the comfort and railway signal boxes or

convenience electron-  aircraft landing gear

ics area
Linear bus Linear bus Linear bus Star topology
10 kbit/s to 1Mbit/s  Max. 125 kbit/s Max. 20 kbit/s Unspecified,

typ. 10 Mbit/s

10 24 16 Unspecified
Event-driven Event-driven Time-driven Time-driven

Copper conductors

Copper conductors

Copper conductor

Copper conductors

(twisted pair) (twisted pair) (single wire) (twisted pair)

in all vehicles in all vehicles in all vehicles Premium class vehicles,
aircraft, rail control
systems

ISO 1198 1SO 11519-2 LIN consortium TTA group

Class C Class B Class A Drive-by-wire

www.cargeek.ir
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Definition

Bus type
Domains

Applications

Most frequently
used topology
Data transfer rate

Max. number of nodes

Control mechanism

Bus lines

Deploy ment

Standard

SAE classification
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MOST Bus

Media oriented
systems transport

Bluetooth

Proprietary name
(Danish king)

Flexray

Proprietary name

Optical bus

Wireless

Conventional and optical bus

Multimedia and Infotainment

Multimedia and Infotainment

Deployment across all domains

Transmission of control,
audio and video information

Data transfers over short
distances, e.g. mobile phone
integration in the infotain-

A network system for use
in safety-related and simple
applications

ment system
Ring topology Network topology (radio) Star topology
Max. 22.5 Mbit/s Max. 3 Mbit/s (v2.0) Typ. 10 Mbit/s
Max. 723 kbit/s (v1.2) Max. 20 Mbit/s
64 8 active {up to 256 passive) Theoretically up to 2,048

Max. 22 per passive bus/star

Time and event-driven

Event-driven

Time and event-driven

Plastic or glass optical
wave guides

Electromagnetic radio waves

Copper conductors
(twisted pair)

Premium class vehicles made
by European manufacturers

All vehicles, connection be-
tween multimedia equipment
and infotainment system

Pilot application

MOST cooperation

Bluetooth SIG

Flexray consortium

Mobile Media

Wireless

Drive-by-wire
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Information layers

Application

Presentation

Session

Transport

Network

Data link

Physical

CAN

In the best conditions is used all layers in spite of it’s used less layers . CAN=1,2
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Presentation

Session

Transport

Network

Logical Link Control (LLC)

- Acceptance Filtering
- Qverload Notification
- Recovery managment

Medium Access Control (MAC)

- Data Encapsulation/Decapsulation
- Frame Coding (Stuffing/Destuffing)
- Error Detection/Signalling

- Serialisation/Deserialisation

Data Link Layer

Physical Layer

Physical Signaling (PLS)

- Bit Encoding/Decoding
- Bit Time Synchronisation

Physical Medium Attachment (PMA)
- Driver/Receiver Characteristics

Medium Dependent Interface (MDI)
- Connectors
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FIGURE 11-20 Voltages of the LIN bus.

» ® ‘
www.cargeek.ir iled jg e palaT g 4l


http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

To all
CANB

modules
2
L
LIN bus -
\ 2 v v v _:
LIN LIN LIN LIN o
slave 1 slave 2 slave 3 slave 4 | 2
o

FIGURE 11-19 The LIN master communicates messages from the
slaves onto the CAN bus.
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Fiber-optic
cables

Out

MOST Microprocessor
(] D

— Photodiode

Light-emitting
diode (LED)

Y

Fiber-optic
transceiver

\

FIGURE 11-21 Typical MOST data system controller components.
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FIGURE 11-22 The voltage drop over the
resistor changes in relation to the amount
of light applied to the photodiode.
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MOST
modula 2
MOST
module 3

MOST
modula 1
MOST odule
modula & *
MOST MOST
ula 7 module 5
MOST
modula &
FMGURE 11-23 The MOST data system transters data in a single direction
through the use a ring conflguration.
Colared outar cowver Black casing

\

FIGURE 11-24 Flber opiic cable constrsction.

Redlacive coating can

O O g Laarming
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4y Picoscope 6 Automotive - [flexray_packet psdata) | ‘.
(Eile Edit Views Messurements Jools Automotive Help f

B2 @ swiv ()] )| Bl 0] 11 b b @x OGRS &)
sV Eloci|egfor Bl culsv  GlocElculor  Ffoc

I

9506 1451 19.51 2451 2851

| Trigger Auto (V] nf | A

Figure 4.72 FlexRay signal
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Figure 4.73 A closer view of a FlexRay signal
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!‘!

It equals SAE Class C and has speed up
to1 Mb/s.

Standard —.11 bits.

< Extended—29 bits.

Basic CAN =J 1939
CAN (500Kb/s) =J 2284-500
CAN Single Wire = J 2411

» ® ‘
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. CaNc
DIAGNOSTIC +

® NEENOOED ® NG
mﬂmm 18 18 B DIAGHOSTIC —

| CAN CAN
B+ B-

i il ol i il il i il il i il il il i e il i i i

AIR BAG MODULE LEFT FAT DOOR MODULE
AN B
AN B

RIGHT FRT DOOR MODLULE

CANB-
CAN B+

LEFT REAR DOOR MODULE

RIGHT REAR DOOR MODULE

|
)

HVAC CELL PHOME MODULE
| CAN B-
- S
CAN Bs
SEAT HEATERS MEMORY SEAT MODULE

TIRE PRESSURE MOMITOR ARS CONTROL MODULE

e s s -, I s -
S S e - e - -l - N
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(one wire)

12V.wake up signal

4\/ communication
signal
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In a dominant state, the
CAN low wire drops to approx. 1.4V.

In a recessive state, the
CAN high wire is at approx. OV and
the CAN low wire is at approx. 5V.

In a dominant state, the
ov CAN high wire is at approx. 3.6V.

-----‘--..-.-.-...-.---fro---------------b.-“---»-..-...--

BT
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Hesistor
termination

CAN B
transceiver )
RTH '-%E *
CAN +

www.cargeek.ir

Common
mode
choke

PV

Resistor
termination

O CAN +
LLIHJ
g

CAN — g CAN —
RTL .
I

It

-

** Optional series resistor
* Capacitor termination

FIGURE 11-18 CAN B bus module termination resistance.
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/ CAN-H
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\

CAN C T T
transceiver %: ]%:
CAN + O CAN +
60 Q2
W
Center tap I 2
60 Q2 E
CAN — 5 % O CAN - %
3
L 2
o
T T <L g

- =

FIGURE 11-16 Termination resistance of a CAN C module.
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RX wire (control unit receiver wire)

o

o
Qc

V-15V=2V

Differential amplifier

Transceiver

L CAN high wire

CAN low wire

» ® ‘
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TWISTED PAIR
(ONE TWIST PER INCH)

HIGH VOLTAGE
MAGNETIC FIELD

il 3 et el g dged


http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

& Lo u") J LN

Jlany sla d\_g\_w ) palaiu e
.JJJ.,UA?JMJ‘ sAlaiy) o
L yild g aiadiga (sla [C ) ealdinl Lo

shaldi (g e

» @ |
www.cargeek.ir iled jg e @i@ sS4


http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

Filtering out interference on the CAN bus

a V
3.5
2.5
1.5

2.0

SVCO018E

&jjﬁ:éﬁj%‘
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K-wire @
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1 IConfroI unit I

Input selector switch

@ —
| -
o —

Sensors include:

* Engine speed sensor
* Temperature sensor
« Oil pressure sensor
e otc; e

Fault message

Input QOutput
memory memory
| |
1 |l
5 .
Micro- [
processor :

CAN area with time
monitor

2|CAN module

Receive mailbox

Receive section

Actuators include:

« Engine throttle valve
* Solenoid valve

- LED

* efc. ..

Transmit mailbox

Transmit section

3 | Transceiver

CAN bus

_/\

Logic level: 0 or 1

Signal level: OV or 5V
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Microcontroller

CAN controller
TXO TX1 RX0 RX1

TxD RxD Ref Rs| +6V

Vee %
CAN transceiver {10[} nF

Gnd
CAN L CAN H

CAN.H |
mRT CAN-BUS RTm
BUS CANL  BUS
termination ww LEHRINALION

& UTS0339E
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Basic-CAMN module

Microcontroller

Output Inp ut
buffer buffer
F 3
Control
it
Transmission || Test for:
control wnit acceptance,
faults
F 9
Basic CAN
+ controller
Transmit Hecewe
buffer buffer
Iy
CAN TxD
! CAN RxD

CAN transceiver

CAN_H CAN_L
f#'__——— —il—
___,."-""---_ CAN bus
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Full-CA&N module

SWCOD221
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Microcontroller

T

CAN

controller

l

System bus interface

F

Control
unit

¥

Tramsmit

buffer

Heceiwe
buffer

-

r

Transmission
control wnit

Test for:
acceptance,
faults

-~

CAN TxD
¥

CAN RxD

CAN transceiver

CAN_H CAN_L
f-ﬂ-r_——— -
__,.,..‘-""--_-_ CAN bus

A ias
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Engine Gearbox Gear selec- Brake
control unit control unit tor lever control unit
~ Drive train -A
o Combi- Airbag Steering Parking CAN bus
instruments control unit angle sensor aid
Diagnosis

plug

v Hiahli Radio Phone inter-

only Hig e Navigation face box
combi

TN

Convenience CAN bus
(Infotainment CAN bus)

Radio DSP
Climate Parking Tyre pressure Driver seat
control unit aid check memory
Convenience
CAN bus
Convenience Driver door Front pass. RL door con- RR door con-
control unit control unit door control trol unit trol unit
ynit
Gateway control unit IZI Other control unit planned
. | Car diagnosis plug
° Real K-wire
Virtual communications line —_— —
www.cargeek.ir (eS8 | pral U


http://www.cargeek.ir/
http://www.cargeek.ir/

Engine
speed

L o8
=L_

oA —n

Raise the
flag

Engine
control unit

ES
e

Transmit
job

Is bus
free?
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ABS

control unit

CAN bus

Is bus free?

RX-Leitung

A 4

‘ Yes

Waif

No
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T

RX X + 5V

Bus line

1

Block diagram with one switch
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\

State1 State2
Dormant Transmitting

B+

Bus line
Tl |
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+5V +5V +5V

Bus line (OV)

1

Transceiver A Transceiver B Transceiver C
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Tempe- Engine ABS Dash panel
rature control unit control unit insert
sensor

©@—7 |

e

Ao —i
CAN bus
_—/-—\J

Acceptance level

Monitoring level
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Output
Rev
counter

-
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Tempe- Engine ABS Dash panel Output
rature control unit control unit insert Rev
sensor | _ counter
©— L] IR L] L Ay @
L —--T ' i E i
. i @ B B : |
= i o] L 5. ... H=
4
1 RX yIX |/ AIRX
¥ i
CAN bus 238 023
| <]

Receive process

|
§ 5 . o o @
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CAN standard Data Frame

Standard Data Frame g Inter Frame Space

recessive

—
—
—
ol

-

~
w

dominant

)
)
)

' Data Length Code

ACK Slot
Bus idle

IDE Bit(D
ACK Delimiter

Start of Frame
|dentifier Field
RTR Bit (D
(reserved (D)
Data Field

CRC Sequence
CRC Delimiter
End of Frame
Intermission

Arbitration Contro "CRC  Acknowledge
Field  Field Field  Field

©® UTS0342E
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CAN Extended(Developed)

Data Frame

Start of Frame

Extended Data Frame

K

(] G M E S O

S Tx & a7
EzEE &
om
S o L S @ =
=) =S D
e @ o P @
o~ ETES
D ol ©
— ®©
o S
Arbitration ~ Control
Field Field

(%)

L_-l—ll_m:
= O O DO

o) ;:-"=cT)-"=E-g
L o EE S @
= S ExE T2
g §3828 5 5
=
OF O € =

55 2

CRC Acvknowledge
Field Field
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Bus idle

Inter Frame Space

recessive

dominant
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Bus idle recessive
dominant

Bus idle -
- = = = recessive
dominant

NODE B | loses the arbitration
switches to receive
mode

® UTS0341E
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Arbitration

T e———

7/ Addressing and message filtering Bit arbitration
(acceptance check)

CAN CAN CAN CAN 1 | |
Station 1 Station2 Station3 Station 4 Bus line 5 ! !
| |
1 | |
Station 1 ! !
0 | |
| |
1 | |
Station 2 | |
0 | |
| |
i 1 | :
Station 3 | |
0 | |
e Station 1 Station3 o
g loses the loses the Q
g arbitration arbitration '{5
= <
=2 o
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CAN Construction

EngineecuBUS TR

CC,RT=60

OC,RT=120

Preventing interferences of reflection ©f electrical, optical or audio waves. R
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CAN in Peugeot 206

e - _ _ _
:OPTION - | AUTOMATIC:
- | GEARBOX |
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VAN Construction

9004 9005 XE24

“~—BUS™ «—— Activation = 12v

134
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Identifier

Start: Start of frame (10 bits) \
—

Identifier: Identify of priority (12 Bits)

Com: Command and Control(4 bits)

Information: (28 bits)
Control: Control

End data: End data

Ack: Acknowledgement

End: End of frame
135
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VAN Body1

OPTION i- =" COM 2000

— o o ]

136

www.cargeek.ir

AIR BAG UNIT

@;@a%jwﬁifﬁj%w


http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

Multiplex

ECU

pEilinipiiaeredern

Jbrrrrrrni

BUS Signal
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ECM: Engine control module
BCM: Brake control module
BSC: Body sensor cluster
SAS: Steering angle sensor
SUM: Suspension module
AUD: Audio module

Infotainment/Telematics
MP1,2: Media players 1and 2
PHM: Phone module

MMM: Multimedia module
SUB: Subwoofer

ATM: Antenna tuner module

www.cargeek.ir

Continued of XC90

DDM: Driver door module
REM: Rear electronic module
SWM: Steering wheel module

DDM: Driver door module
PDM: Passenger door module

REM: Rear electronic module
CCM: Climate control module
ICM: Infotainment control
UEM: Upper electronic module

DIM: Driver information module
AEM: Aucxiliary electronic

138
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Continued of XC90

o i
+CAN1 : (TCM, ECM, BCM, etc.) and has a communication rate of 500 kbps.
+CAN2 : (DDM, PDM, CCM, etc.) and has a communication rate of 125 kbps.

+The central electronic module (CEM) is an ECU that acts as a gateway between the
two CAN buses.

+A media oriented system transport (MOST) network defines networking for
infotainment and telematics subsystems. It consequently connects ECUs for
multimedia, phone, and antenna

+Finally, local interconnect networks (LINs) are used to connect slave nodes into a
subsystem

139
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Smple1: Citroén C5

Buses in the C5

- ]
5 jam ECL T Door madu e —
LISpEnSian — (3] I I
Driesal additive
Parkirg
55 ST M
B can iengne
B0 van 1 {safety)
VAN I iloxars)
T
1 van comfort T
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CAN VAN VAN VAN
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T ——

Low-Speed CAN

i

High-Speed CAN

142
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Powertrain / Chassis
Gateway

Driver Information

Gateway

Body
Gateway

FlexRay / CAN

CAN / MOST

143
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YEHICLE DYNAMIC BUS
|25 KBPS

©

BRA KNG

BUS 4 s
VAN 452 3
CAN «5aa ]

TELEPHOMNE
LIGHTING

-
—
i
—
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—y
)
o

AIRBAGS

REAR-VIEW

HEROR AIR C{}HBITJ{}NIHG

SAFETY BUS BODY BUS COMFORT BUS
125 KBPS 61.5 KBPS 115 KBPS
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Diagnosis protocols

History

California Air Resources Board
1970’s (CARB)

Environmental Protection

Agency (EPA), healthy air quality for people
Society of Automotive
Engineers (SAE)
1985  on-board diagnostic(OBD) emission system diagnostics
(1991)
1989  on-board diagnostic (OBD II)
(1996) drivability and emission system
2001  European on-board diagnostics diagnostics
(EOBD)
2006 Enhanced On-Board access additional data and
Diagnostics (EOBD II) parameters than OBD I

@ @ a o aeR L 1
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OBD vs OBD Il

—

OBD1

OBD2

Introduction

1991

1996

Nature Semi-automatic self-diagnostic  Fully automatic self-diagnostic
system system
Function Access ECU and diagnose sensors Access ECU and diagnose

and actuators

sensors and actuators

Standardization

Not standardized

Standardized on all vehicles
made from 1996

Application

Californian standard

Federal standard

Interface

Manufacturer-specific

Universal

www.cargeek.ir
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Types Of OBD2

| and Protocols

locations
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Types Of OBD2

Shape & Location
‘\

* There are two types of diagnostic link connectors
(DLCs) defined by SAE J1962 - Type A and Type B.

+ , The main difference between the two connectors is
in the shape of the alignment tab.

|
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Type A

(J1962 - Vehicle Connector-12 V)

** Location - According to J1962, Type A DLC "shz
passenger or driver's compartment in the area bounded by the driver's
end of the instrument panel to 300 mm (~1 ft) beyond the vehicle
centerline, attached to the instrument panel and easy to access from
the driver's seat. The preferred location is between the steering column
and the vehicle centerline."
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OBD Il port location
12 V- type A
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OBD Il port location
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Type B

(J1962 -Vehicle Connector -24 V)

m—

* Type B DLC "shall be located in the passenger or drivMsartment
in the area bounded by the driver's end of the instrument panel,
including the outer side, and an imagined line 750 mm (~2.5 ft) beyond
the vehicle centerline. It shall be attached to the instrument panel and
easy to access from the driver's seat or from the Co-drivers seat or from
the outside. The vehicle connector shall be mounted to facilitate mating
and unmating."
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Types Of OBD2 Protocols
\

There are 5 protocols in the OBD2 system and a car will normally only use 1 of them

PROTOCOLS [

11850 PWM (pulse width modulation) used by Ford Motor Company and Mazda
11850 VPW (variable width modulation) used by General Motors and in light trucks

1509141-2 = older protocol in Chrysler, European, and Asian vehicles between 2000-2004
15014230-4 KWP2000 (keyword protocol 2000) commonly used in cars from 2003
ISO 15765-4 CAN-BUS = first introduced in 2004 then mandatory in all vehicles from 2008

o * 1
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SAE J1850 VPW

\

SAE J1850 VPW

class
GND

OEGEB8 () E)

10.4kb/s speed

GM company
9] (10) (11) (02) (03] (4] (15) @8 2007 Used
|
Single wire

J1850 VPW must have pins 2, 4, 5, and 16, but not 10
Pin 2: BUS+ signal

o ® 1
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SAE J1850 PWM

(Common Motors utilize this protocol)

‘%

SAE J1850 PWM

class
GND

& &) (6] (7] (8] 40.6kb/s speed
Ford company
) @@ (1) (2) (3) (04 (03 ‘- 1007 oo
- N—

J1850 PWM must have pins 2, 4,5, 10 and 16
Pin 2: BUS+ signal
Pin 10: BUS- signal

o ® 1
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PWM

(SAE J1850)

pulse-width modulatea "

* most DW busses and some SW busses
« all bits (zeros and ones) will be the same length

 With this type of binary code, a binary one is usually a high-voltage pulse (which
may be 21/2V, 5V, or 6 to 8 V) and a binary zero is a low-voltage pulse (zero volts or
even a negative voltage

0111110101 11011.

Figure 9-4 Pulse-width-modulated serial data is o B
formed from binary code in Whickeatidoits of information =5 e B
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VPW

(SAE J1850)

variable pulse width e

* abinary one may be represented as a short, high-voltage pulse, but it may also be
represented as a long, low-voltage pulse. Conversely, a binary zero may be
represented as a short, low-voltage pulse or a long, high-voltage pulse.

e SW busses use

* that the wave forms not truly vertical at the bits’ edges, but, rather, the edges
are slanted. This allows the nodes on the data bus to distinguish between serial
data and an induced voltage from a nearby circuit, which would tend to be more
vertical at the edges.

| |
'011, 1 . 0 011,01/

Figure 9-5 Variable-pulse-width serial data is formed
from binary code in which bits of information are of dif- 1
ferent lengths. @ Cengage L eaming @@k2k .ir ibs 95 e M S48
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ISO 9141-2

sler, and European cars)

1ISO 9141-2 & KWP2000

GND

JEAGE B E@CE

9] (10) (11) (12) (13) (1) @5) @8
|

ISO 9141-2 must have pins 4, 5,7, 15 and 16
Pin 7: K-line bidirectional for communication
Pin 15: L-line undirectional for waking up the ECU

o ® 1
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1ISO 14230 (KWP2000 )

Asian vehicles

1SO9141-2 & KWP2000

GND

JEAGE @A ®@CE

9] (10) (11) (02) (13) (14) @5) @8
|

ISO 9141-2 must have pins 4, 5,7, 15 and 16
Pin 7: K-line bidirectional for communication
Pin 15: L-line undirectional for waking up the ECU

o ® 1
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ISO 15765-4/SAE J2480 (CAN)

(many vehicles made after 2008)

ISO 15765-4/SAE J2480 (CAN)

GND

BEEREN - § - FRERE

9] (10) (1) (12) (13) (24) (1s) (@)
|

R

ISO 15765 (CAN) must have pins 4, 5, 6, and 14
Pin 6: CAN high
Pin 14: CAN low

o ® 1
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1ISO 9141-2, ISO 14230 (KWP2000 )

K-line

Data link
connector

K line /l"
Node 1
—t §
Node 2 —g %
—- e;
Node 3 §
L line =)

FIGURE 11-2 The two-wire ISO 9141-2 data bus used for
diagnostic purposes.
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1ISO 9141-2, ISO 14230 (KWP2000 )

12V

ov

K-line

@ Delmer Cengage Lear ning

FIGURE 11-3 The K-line transmits data from the module to the scan tool and

an L-line receives data from the scan tool.

www.cargeek.ir
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b e oK L ol ) IS 5,
ISO-K Bus

\\

oS Ly L)l 5150 1SO —K bus S5 51 48 (ol 5254 =
s 4L ) Ylada) DTC C8b a6l p 28 e saldin) Gl e

o Jled pin hal 4l 2K e 0diiul OBD Jlise s BOBNIERET

Sl 7
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Main

—
-
-
-_—
-
-
—_
-
-
-
.
=
-

Je) ...m
Iml:

TRV ALY

WJLUL

& Colmar/Cangaga Laam ing

FIGURE 11-4 An ISO-K bus circuit used to connect several modules
to the scan tool. Each module uses its own dedicated circuit from

o ® 1
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KWP2000(Key Word Protocol)

BSI

ABS

AUTOMATIC
GEAR BOX

)

Diag K line

Diag K line

Diag K line

-

Diag L line

www.cargeek.ir

&jﬁﬁzéﬁﬁ%}
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No modules can communicate

o

* |f no modules can communicate with the scan tool, then a
total bus failure is indicated.

If a total bus failure is indicated, then possible causes include:
m A fault in scan tools connection links(cables and connectors)
m A faulty master module.

m Faulty power or ground circuits to the master module.

m An open in one of the bus circuits from the master module.
m A short to ground in one of the bus circuits.

m A short to voltage in one of the bus circuits.

m The two bus wires are shorted together.

¥ X X X X X X *

|
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OBD Il BOB(Break Out Box)

dsonn
N, 214 -ago

e /



http://www.cargeek.ir/
http://www.cargeek.ir/

www.cargeek.ir

OHMMETER

\

f Resistance
testing

¢ 1

FIGURE 49-27 Checking the terminating resistors using an |
ohmmeter at the DLC. www.cargeek.ir wibd 582 M S48
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‘

Voltage
testing

& DalrmardCang age Laaming

FIGURE 11-7 Simplified bus bias circuit for clarification.
° ® o o * |
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Current
drivers

2.55V

2.55V

Bus (+) |
|
1
oltage difference :
i
| I I :
Bus (-) | : : '
| I | 1
1 1 | I
| I I 1
1 I I 1
i I I 1 E
! | 245V ! 1 245V g
i [ [ : -
| I I g
" I =
soay © 1 f o 41 b o
' 5
E
:+ Message begins g
1

FIGURE 11-9 As the drivers are activated, the voltage difference between bus (+) and
bus (-) increases over their voltage values at idle. The difference in voltage determines
if a binary 1 or 0 is being transmitted.

* * 1
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Network DTC Code

OBD Il Code Reader

Type of Code
0 - Standardized Code (ISO/SAE)
1 - Manufacturer Specific Code

o ® 1
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Network Common DTC’s massage

T =

on the screen. The messages displayed can be as follows:
m Bus (-) open.

m Bus (+) and bus (-) open.

m Bus (+) open.

m Bus (+) shorted to bus (-).

m Bus bias level too high.

m Bus bias level too low.

m Bus shorted to 5 volts.

m Bus shorted to battery voltage.

m Bus shorted to ground.

m No bus bias.

m No bus termination.

m Not receiving bus messages correctly.

¥ F X KX X KX X KX X X X * X

o * 1
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@ Delmar'Cengag e Learning

FIGURE 11-11 When the bus(+) wire at CAN B bus node 18 is

I
shorted to groum:lww&a?g@ER!ﬁcommunicate except &# j S t)—é:j : éﬁ S A%gﬁ

Node 1. Node 1 cannot communitate since it no longer has a circuit.
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Sample DTC’s

DTC code Uo101 Lost Communication with Transmission Control Module

What does that the Transmission Control Module (TCM) and other control modules on the
that mean? vehicle are not talking to each other.

Symptoms * Malfunction Indicator Lamp (MIL) on
* Vehicle will not shift
* Vehicle stays in one gear (usually 2nd or 3rd)

Potential e Openinthe CAN bus + circuit

Causes * Openinthe CAN bus - circuit
* Short to power in either CAN bus circuit
* Short to ground in either CAN bus circuit
* Rarely - faulty control module

Diagnostic always to check for technical service bulletins (TSB) for your particular

and Repair  vehicle
Procedures

@ -] o aef L }
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DTC code Uo0102 Lost Communication with Transfer Case Control Module

What does the Transfer Case Control Module (TCCM) and other control modules on the vehicle
that mean? are not talking to each other

Symptoms * Malfunction Indicator Light (MIL) On
* 4WD/AWD | TCCM Light On or Flashing
* Vehicle will not shift — stays in neutral
* Vehicle stays in one gear (usually neutral; no forward gears)

Potential * Openinthe CAN bus + circuit

Causes * Openinthe CAN bus - circuit
* Short to power in either CAN bus circuit
* Short to ground in either CAN bus circuit
* Rarely - faulty control module

Diagnostic always to check for technical service bulletins (TSB) for your particular
and Repair  vehicle
Procedures

X @ @ - o aef o }
source : https://www.obd-codes.com www.cargeek.ir withd Hgg 1 ealall 5 AgeS
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Sample DTC’s

DTC code Uo100-Lost Communication With ECM/PCM

What does a serious situation where the signals between the electronic control module (ECM)
that mean?  or the powertrain control module (PCM) and a particular module have been lost

Symptoms * Vehicle stalls and will not crank or restart
* OBD trouble code Uo1oo will be set and the check engine light illuminated
* Vehicle may start after sitting idle for a period of time, however, it would be risky
to operate because it could fail again at a most inopportune momen

Potential varius
Causes

Diagnostic always to check for technical service bulletins (TSB) for your particular
and Repair  vehicle
Procedures

@ @ o aeR L }
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